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中文摘要：

傳統鑑別加密方法著重於一對一的設置，其允許一位簽署者產生鑑別加密訊息，此訊息只有該特定接收者能回復原始訊息並驗證其簽章。爲滿足更多樣化，且同時達到完整性、鑑別性、機密性與不可否認性等安全性要求的運用需求，本論文提出一(t, n)共享驗證之群體導向可轉換鑑別加密方法。以多人設置為主要設計考量，本方法允許一位簽署者傳送秘密訊息與其簽章給一群由n位特定接收者所組成的群體。此群體中任意t位或以上的特定接收者即可共同回復原始訊息並驗證簽章，而t ( 1位或更少則無法完成。此外，當發生事後否認的爭議時，該特定接收群體亦具備將此簽章轉換成一般簽章的能力，可使任意第三者信服簽署者的不誠實行為。
Abstract:

Conventional authenticated encryption (AE) schemes put emphasis on the one-to-one setting, which allow one signer to produce an authenticated ciphertext such that only the designated recipient can recover the message and verify its corresponding signature. To meet the need of diversified applications which require simultaneously fulfilling the security requirements of integrity, authenticity, confidentiality and non-repudiation, this paper presents a group-oriented convertible authenticated encryption (CAE) scheme with (t, n) shared verification. Designed mainly for the multi-user setting, the proposed scheme enables one signer to send a confidential message along with the signature to the designated group of n recipients. Any t or more of n designated recipients can cooperatively recover the message and verify its signature while less than or equal to t ( 1 can not. Moreover, in case of a later dispute over repudiation, the designated group of recipients has the ability to convert the signature into an ordinary one for convincing anyone of the signer’s dishonesty.
